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ENISA-FORTH It is our pleasure to welcome you to the 6" Net-
SUMMER work and Information Security (NIS'19) Summer
SCHOOL School, taking place in Crete, Greece, 16 Septem-
on Network & ber - 20 September 2019. This event, having a
Information Security different "special theme" every year, is jointly or-
201 9 ganised by the European Union Agency for Cyber-

security (ENISA) and the Foundation for Research

and Technology - Hellas (FORTH).

The theme for this year is "Security Challenges of Emerging Technologies".

The Security Challenges of Emerging Technologies refer to the security challenges
and opportunities posed by new technologies. Examples hereto are Artificial Intelli-
gence, Modern Network Infrastructures (i.e. 5G), loT applications, Machine Learn-
ing, etc.

ENISA and FORTH bring together to this Summer School a distinguished faculty from
around the world with the purpose to identify current trends, threats and opportu-
nities against the background of recent advances on NIS measures and policies.

Recognizing the multi-dimensional facets and intricacies causing changes in the in-
formation risks landscape, an array of lectures will cover a variety of key aspects on
policy, economic, legal and research matters. By going through a natural evolution
cycle, but also by adopting current trends in networking and exchange of
knowledge, this year’s Summer School aims at increasing interaction among partici-
pants via targeted breakout sessions which will enhance dialogue and exchange of
ideas.

The audience includes policy makers from EU Member States and EU Institutions,
decision makers from industry and members of the academic community.

We would like to thank our keynote speakers, facilitators, faculty and sponsors for
their significant contribution to the success of this event.

You can find in this leaflet information with regards projects that are sponsoring
NIS’19. More details are available in NIS’19 site.

The program of the Event is available on-line




CONCSRDIA

Cyber security cOmpeteNCe fOr Research anD InnovAtion

& 56 partners
(46 + 10 from June
2019)

& 27 partners from
academia
28 partners from
industry and
organisations

i CONCORDIA
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& 19 countries
(16 EU member
states
3 associated
countries)

€ 16.000.000 € EC
funding
7.000.000 € addi-
tional funding
(national authori-

CONCORDIA’s Social Media ties and industry)

- 0 Twitter: @concordiah2020
2 [ Linkedin: https://www.linkedin.com/in/concordia-h2020
€) Facebook: https://www.facebook.com/concordia.eu

CONCORDIA’s Objectives

Position the CONCORDIA ecosystem.

Using an open, agile and adaptive governance model and processes.

Devise a cybersecurity roadmap to identify powerful research paradigms,

Develop next-generation cybersecurity solutions.

Scale up existing research and innovation with CONCORDIAS virtual lab and services.

Identify marketable solutions and grow pioneering techniques

Develop sector-specific (vertical) and cross-sector (horizontal) industrial pilots with building incubators.
Launch Open Calls to allow entrepreneurs and individuals to stress their solutions with the development.
. Set up an Advisory Board, comprised by leaders of industry, standardization, policy and politics

10. Mediate between multiple communities:

11. Establish an European Education Ecosystem for Cybersecurity.

12. Provide expertise to European policy makers and industry.

O 0N AWNPE

This project has received funding from the European Union‘s Horizon 2020 research and innovation
programme under grant agreement no. 830927.


https://www.concordia-h2020.eu
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https://www.linkedin.com/in/concordia-h2020
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AR Cyber Security Threats and Threat Actors
TH REAT Training - Assurance Driven Multi-Layer,

end-to-end Simulation and Trainin .
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THREAT-ARREST aims to develop an advanced training platform incorporating
emulation, simulation, serious gaming and visualization capabilities to adequate-
ly prepare stakeholders with different types of responsibility and levels of expertise in
defending high-risk cyber systems and organizations to counter advanced, known and
new cyber-attacks.

https://www.threat-arrest.eu/
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OBJECTIVES
Develop the means for specifying cyber security threat training and preparation models
and programs
Develop emulation capabilities enabling hands-on experience against these cyber-attacks
Develop multi-layer simulation capabilities enabling the realistic simulation of cyber sys-
tems
Develop cyber-security training based on serious games
Develop key capabilities for the effective delivery of CTTP programs,
Align training and simulation with the continuous security assurance of real operational
cyber systems
Demonstrate the use of the THREAT-ARREST framework for effective training
Ensure the uptake, commercialization, and the delivery of innovation of project outcomes
by developing an ecosystem around the THREAT-ARREST framework.

Start Date: 2018-09-01 . o | UNIVERGITA Sphynx ;
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RESilient transport
InfraSTructure
to extreme events

RESIST project

RESIST is a European project (September 2018 - August 2021)
aiming to increase the resilience of seamless transport opera-
tion to natural and man-made extreme events, protect the us-
ers of the European transport infrastructure and provide op-
timal information to the operators and users of the transport
infrastructure.

RESIST objectives

Despite the relatively good safety record of the transport sec-
tor, sudden failures of infrastructure assets are notuncommon.
Extreme weather events, such as heavy rain and flooding, can
result in bridge collapses and earthworks failures, which are
safety critical issues, Furthermore, transportinfrastructure op-
eratorsaretasked withongoing maintenanceactivitiesregard-
ing infrastructure assets, whereby decisions regarding where
to prioritise investments are often tricky due to the complex
nature of transport networks and the vast quantity of infra-
structure assets.

RESIST will useriskanalyses and further develop recent exploit-
able research results in robotics, driving under panic, sensing
and communications, to dramatically improve the speed and
effectiveness, while reducing the cost, of structural vulnerabil-
ity assessment, situation awareness, response operations and
increased users’ protection under extreme events towards a
high level of resilience of the transport infrastructure,
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Trans-European and Greek CERTs
collaboration project

https://www.certcoop.eu/

To increase cyber security in Greece, the consortium will offer to public sector
and critical infrastructures the following:

1. Penetration tests: during the action penetration tests will be performed
in public institutions and the critical infrastructure of the country

2. The organization of workshops and seminars to increase awareness on
cyber security, and inform about cyber-attacks as one of the major risks
they may face

3. The access provision to a web portal which will provide information on
current cybersecurity issues and an easy to use interface to report cyber-
security incidents

FORTHcert —\ or

Foundation for

Greek Research National Authority
and Against Electronic
Technology Network JAttacks-National CERT

The Cyber Defense
Directorate

Research and Tech-
nology - Hellas

Start date: 1% October 2017 Coordinator: FORTH
Duration: 24 Months Contact: Dr. Sotiris loannidis

EC Contribution: 748.733€ sotiris@ics.forth.gr

Co-financed by the Connecting Europe
Facility of the European Union
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Industrial Driven Big Data a-iﬂaas

As a Self-Service Solution

I-BiDaaS aims to empower users to = @
easily utilize and interact with big
data technologies, by designing, Big Data
building, and demonstrating, a uni- . X technologies
fied solution that: significantly in-

"
Self-Service Interact with

creases the speed of data analysis -
while coping with the rate of data :
asset growth, and facilitates cross- I-BiDaaS:
domain data-flow towards a thriving o
- :Solution
data-driven EU economy. ~ @
)
The Data Economy is considered an ‘ =
essential factor for growth competi- E intra-
tiveness innovation, job creation, and Increase "4 a:::aflenf-
societal progress in general. d;m‘;;;;s _ ool data-flow _
— Cope with
the rate of
data asset
growth

The European Data Market

Data Economy Value Data Companies -
P + &’ 0. "0
Almost . B .
255,000in 2016 - “
€300 billion in 2016 * x “ €36 o o

Benefits of using the I-BiDaa$S Solution
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i Do it yourself Break data silos  Address cross-sectorial
359,050 by 202( industrial challenges

€ 739 billion by 2020

Data Workers

6.16 million in 2016

B Manufacturing Banking Telectommunications
10.43 million by 2020 - ( (9) )
[
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European Data Market Study
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_YBERSECURITY FO

a lightweight cybersecurity

framework for
thorough protection

of all cyber attacks or

Solution: The SMESEC framework

SMESEC is a lightweight cybersecurity framework for protecting SMEs
against cyber threats. As an SME, you find vulnerabilities and address them
with simple tutorials, tools, and lessonslearned — all by yourself

Awareness & .
Training Tutorials @\

Vulnerability Discovery
& Resolution Tools

Cyber threats to SMEs

breaches in 2016 Small and medium-sized enterprises (SME) are
were aimed at SMEs the new big target for cyber attacks. SMEs see themselves
confronted with a large variety of cyber threats.

SMESEC

of SMEs have no
systematic approach for
ensuring cybersecurity

of SMEs who were victims
of cyber attacks did

not recover and shut down

within & months

Definition &
Recommendation Tools

Lessons from Testing
& Validation

Threat Protection
& Response Tools

Benefits of using the SMESEC framework for your enterprise

Do it yourself Keep the investment small

Keep it simple
Step-by-step guidance for meeting Cost-effective tutorials and tools suifable Practices adapted to your company instead of
customer requirements and standards for a busy environment complicated formal policies and procedures
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A Framework for Liability Based Trust

CyberSure aims to develop a framework for creating and managing cyber insurance policy in order to
enhance the trustworthiness of cyber systems and provide a sound basis for liability in cases of security and
privacy breaches in them. The framework will be supported by a platform of tools enabling an integrated risk
cyber system security risk analysis, certification and cyber insurance. CyberSure will develop its cyber insur-

ance platform at TRL-7.

CyberSure Framework

CyberSure Framework: CyberSure

Risk Assessment Tools

CUMULUS Certification Infrastructure

platform incorporates three basic

evidence

componentS' Cyber systems, Devices ICT systems, services,
S services, components components
+ a certification infrastructure T (Sensors | R
e +
* arisk management tool e
A 9 Comp. Infrastructure Comp. Infrastructure
* insurance management tools (e.g., Cloud) {e.g., Cloud)
KEY _|Existing cyber system _Jcy enabled ICT
B CuMULUS component B CyberSure framework component

Objectives

v Establish a framework for automating the creation and management of cyber insurance policies

v Develop a TRL-7 platform supporting creation, monitoring and adaptation of cyber insurance policies

v Demonstrate the use of the CyberSure framework in real world trials

v Create conditions for improving cyber insurance practice and the trustworthiness of cyber systems and
commercialising the use of the CyberSure platform and framework

CYBER INSURANCE

CERTIFICATION

abuse and/or damage -~
- - Models, Anall

secunty asswance liscape

CyberSure conceptual pillars
Insurance policies insure cyber system assets against specific risks.

This project has received funding from the European
- Union’s Horizon 2020 research and innovation programme
under the Marie Skiodowska-Curie grant agreement No
Duration: 01/01/17 to 31/12/20
Budget: 1,647,000€
Topic: MSCA-RISE-2016 - Research and Innovation Staff Exchange
Coordinator: Foundation for Research and Technology - Hellas (FORTH)
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Comprehensive Risk
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exposure
impact

Cyber Insurance Policy
Management

CyberSure process

Integration of cyber insurance, certification and risk assessment
will be realised through four steps
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SEMIlICS

Smart End-to-end Massive loT
Interoperability, Connectivity and Security

Develop a pattern-driven framework, built upon existing loT platforms, to enable and guarantee
secure and dependable actuation and semi-autonomic behaviour in loT/lloT applications.

https://www.semiotics-project.eu/
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Domains affecting SEMIOTICS architecture definition

Field

SEMIoTICS demonstrates following 3 use cases:
* Wind Energy: Local smart behaviour at 1loT devices in wind turbines.
* Healthcare: Socially assistive robotic solution for ambient assisted living. Key loT challenges driving SEMIoTICS
* Smart Sensing: Intelligent heterogeneous embedded sensing.

Industrial Private Cloud ~ Public Cloud Sl

SEMIOTICS state of the ort Key loT chalenges
Patterns SPDI-By g Cioud App! Cloud AppN  Cloud App1 Cloud AppN

SDN & NFV

loT Platforms X ;

Machine learning

E2E Security
& Privacy

Semantic
interoperability

SEMIOTICS beyond the state
of the art targeting

Envisioned architecture and deployment of SEMIoTICS framework
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This project has received funding from the European Union's ~ G.A. Number: 780315 StarTting date: 01/01/2018
Horizon 2020 research and innovation programme Budget: €4,995915 Duration: 36 months




A R D A CYBERSECURITY FRAMEWORK TO GUARANTEE
RELIABILITY AND TRUST FOR DIGITAL SERVICE CHAINS

CONCEPTUAL
FRAMEWORK
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The GUARD framework will be made of four main macro-blocks:

context fabric, concerning the definition of embedded security functions;
detection engine, including the context repository and processing algorithms;
identity management, to manage certifications, authentication, authorization,
and access control in a multi-domain environment;

user interface, interfacing the GUARD technologies with users and other do-
mains.

IMPACT

enhanced protection against novel advanced threats

Advanced technologies and services to manage complex cyber-attacks and to
reduce the impact of breaches

Contribute to the development of the CSIRT Network across the EU

Addressing mayor trends in the evolution of technologies utilised in future ICT
infrastructures

OBJECTIVES

Design a holistic framework for advanced end-to-end assurance and protection
of business service chains

Improve the detection of attacks and identification of new threats, by applying
real time and/or offline machine learning

leverage “programmability” to shape the granularity of context information to
the actual needs.

developing user tools for visualisation, notification, configuration, investigation,
mitigation.

Develop new business models for commercial exploitation

Identify business opportunities and initiate tangible actions for successful com-
mercial exploitation
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research and innovation program under grant agreement No 833456 .

- This project has received funding from the European Union ‘s Horizon 2020


https://guard-project.eu/

Smart Big Data Platform to Offer Evi-
dence-based Personalised Support for
Healthy and Independent Living at Home

Smart

Digital tools hold promise for many health benefits that can enhance the inde-

pendent living and well-being of the elderly. Yet, their use is often perceived to

have technological and privacy risks. SMART BEAR will deliver a solution offer-

ing:

e Continuous and objective monitoring and interventions for 21st century pre-
cise and personalised medicine towards optimising disease and associated
risks’” management

e Measurable improvements to the Quality of Life of the elderly and their abil-
ity to live independently

patients ﬂ Smart Home g
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This project has received funding from the European Union Horizon Budget: € 22,379,512.49
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SPIDER A cyberSecurity Platform for virtualiseD 5G
5G CYBER RANGE cybEr Range services

VISION

The vision of SPIDER is to deliver a next-generation, extensive, and replicable cyber range platform for
the telecommunications domain and its fifth generation (5G), offering cybersecurity emulation, training
and investment decision support. Towards this vision, it features integrated tools for cyber testing includ-
ing advanced emulation tools, novel training methods based on active learning as well as econometric
models based on real-time emulation of modern cyber-attacks

SPIDER PLATFORM

SPIDER will deliver an innovative Cyber Range as a Service (CRaaS) platform that extends and com-
bines the capabilities of existing telecommunication testbeds and cyberranges with the most recent ad-
vances in telecommunications management and emulation, gamification and serious games training as
well as economics of cybersecurity. The SPIDER cyber range platform rests on three major pillars:
1.cybersecurity testing and assessment, with emphasis on new security technologies
2.cybersecurity training in defending against advanced cyber-attacks
3.cybersecurity investment decision support

Cybersecurity Training -
Active learning, Serious Games for !
Skills-Development & Gamification :

v Increased Cybersecurity Preparedness
among the telecom., cloud computing,

and software engineering providers
for Awareness-Building

o ! Red team, Blue team capability

‘
1
|
|
1
1
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1
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1
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1
!
1
!
!
1
1

-onfigurable Virtual SOC g v R‘educed‘ Total Costs of Ownership
(= through the real-time virtualisation of
SPIDER : A the network infrastructure and hosts
Cyber Range as a Service 1=
m
R «_;__(.u Platform . " é v Advanced Cybersecurity Protection
o ek L..? é[é M through application of ground-breaking
e and market-ready security solutions
| Cybersecurity Testing Investment Decision Support

1 Network Config. & Attacker Emulation Standardised Risk Assessment Methods
I Econometric Modelling

+ Improved Cybersecurity Investments
based on real-time risk analysis and
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA econometric modelling

OBJECTIVES

Design the architecture of a CRaaS platform for the telecommunications domain.

Provide the telecommunications infrastructure that can support a cyber range with the latest 5SG virtualisation, infra-
structure management and orchestration technologies

Design state-of-the-art Al/Machine Learning-based technologies capable of assessing the security of critical virtu:
alised communication infrastructures.

Design a digital gamified and serious game-based learing environment for training experts and non-experts

Devise and integrate improved risk analysis and econometric models that can support organisations in making opti
mal investment decisions

Design and implement a monitoring and reporting layer that can track the progress and outcomes of the end users
while testing and training with the SPIDER CRaaS platform.
Demonstrate and validate the integrated SPIDER CRaaS platform across four pilots.
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Cybersecurity 4.0: Protecting the
Industrial Internet of Things

C4110T will design, build and Industrial 10T (industry 4.0—Smart manufacturing)

demonstrate a novel framework

that implements an innovative Tracking Monitoring

loT architecture paradigm to pro- 4 - : ' h

vide an end-to-end holistic and
N "4

disruptive security-enabling solu-

N "4 -
tion for minimizing the attack Inbound et
Logistics Systems

surfaces in Industrial loT systems.

Demonstration thematic area: Automotive

Cybersecurity challenges:

big

Detect in almost real time vulnerabilities and incidents in a large scale loT system
Achieve visibility and control across the distributed industrial value chain - extensive
monitoring

End-user education need to extend across the complete industrial value chain

Lack of security in protocols and gateways

Lack of analytics related to security

All parts of the industrial value chain follow standards and loT security regulations

A CEOURaD ity o Hardware-enabled security assurance
. e Context-aware intelligence for detecting
| N d u St r|.a | I OT anomalous or malicious behavior
Sec uri ty e Security assurance by horizontal device-

Drivs to-device communication architectures
vacy

2 demonstration scenarios

Enterprise

Sphyrw
Technology
Soluficns
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This project has received funding from the EU H2020 RIA program under Grant Agreement No 833828.

- Start Date: 1*" June 2019 EU Contribution: 4,993,533 Duration: 36 Months Project Coordinator: Forth
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Blov BIOLOGICALLY INSPIRED
COMPLEX SOFTWARE SYSTEM
PHOENI a RECONSTRUCTION AT NEAR
mELE

EXTINCTION STATES
i https://www.bio-phoenix.eu/
[E7%
BIO-PHOENIX approach is to develop a solution
for extensive system reconstruction based on the
concept of computational DNA (co-DNA). Similarly,
to DNA, the co-DNA will model and encapsulate the
basic functional units of a software system that are
required to fully reconstruct it.

The overall aim of BIO-PHOENIX is to
«—> < create a fundamentally different paradigm
of designing and implementing software

\ / / I systems with a bio-inspired, co-DNA

based capability for self-organisation and

= = g self-reconstruction, resilient to extensive
I.:[ damage.

Software System: a network fo co-DNA enabled system cells

SHEISE ek co-DNA transmission for co-DNAt acceptance, rejection
L system recosntruction and further retransmission

Reconstructed System: a potentioal altered set of system cells and communiaction networks
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This project has received funding from the European Union’s Horizon 2020 research and innovation staff

exchange programme (RISE) under the Marie Sktodowska-Curie grant agreement No 823951

Budget: €1,324,800, Duration: 1 July 2019 - 30 June 2023
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A Framework for Pairing Circular Economy and
loT: loT as an enabler of the Circular Economy
& circularity-by-design as an enabler for loT

Ok
https://www.ce-iot.eu/ %F
=] 57

To develop an innovative framework of interplay between Circular Economy
and loT, to explore novel ways in which this interaction can drastically
change the nature of products, services, business models and ecosystems.

M

The CE-loT framework will be
bi-dimensional and bi-directional
in terms of circularity aiming to
develop:

* Novel circular economy
business models and service
supply chains to unlock CE-loT
synergies

* An Open circular-by-design loT
architecture, where “smart” loT
objects are integrated in the loT
ecosystem through patterns

Key Technical challenges: Trustworthiness, Interoperability, Connectivity

Value
\ Buslncss<l|odels reation  syppiyY chain / 3

C
use

CE-loT vision blends the paradigm of Circular Economy and Internet of Things to explore novel ways in
which this interaction can drastically change the nature of products, services, business models and
ecosystems. This way Circular Economy and loT provide value drivers that merge to new value creation.

UNIVERSITY OF P

Ecole des Ponts CAMBRIDGE wFoﬂTH weablenet MHNM DeIOitteo

business school Judge Business School NT SOLUTH

This project has received funding from the European Union’s Horizon 2020 Research and Innovation Staff Exchange programme (RISE)
under the Marie Sktodowska-Curie grant ags No 777855 Budget: €1,692,000.00, Duration: 1 July 2018 - 30 June 2022




https://www.ideal-cities.eu

u.))> Ideal Intelligence Driven Urban [oT Ecosystems for

Ciﬁes Circulal SAfe and IncLusive Smart Cities

Ideal Cites aims to provide a novel, open and extensible platform to enable
the secure and resilient acquisition and sharing of information that is
collected by individual citizens and/or authorities, through IoT and

e

partlcq)atory data' Core Federated 0 loTPS
. C . C ‘.:_:r Component
loTPS Application Backend
Intelligent Asset
The IoT and Participatory Sensing (IoTPS) envisioned it il i Wikie

architecture:

Application Profiles

Adaptation
&

Communication Middleware: for connecting appli-
cations with [oT devices and/or smart devices for par-
ticipatory sensing.

Security Mechanisms: basic device and/or user iden- §
tification, authentication, access control, privacy |
enhancing, confidentiality maintaining, integrity and :
encryption functions. Communication Middleware

[ CRSP Pattoms
|

Monitoring

Application Manager: the application back-end,
which serves as the runtime environment for the

various [0TPS application profiles. . sk
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