nis-summer-school.enisa.europa.eu

It is our pleasure to welcome you to the 6th Network and Information Security (NIS'19) Summer
School, taking place in Crete, Greece, 16 September - 20 September 2019. This event, having a
different "special theme" every year, is jointly organised by the European Union Agency for Cybersecurity (ENISA) and the Foundation for Research
and Technology - Hellas (FORTH).
The theme for this year is "Security Challenges of Emerging Technologies".
The Security Challenges of Emerging Technologies refer to the security challenges
and opportunities posed by new technologies. Examples hereto are Artificial Intelligence, Modern Network Infrastructures (i.e. 5G), IoT applications, Machine Learning, etc.
ENISA and FORTH bring together to this Summer School a distinguished faculty from
around the world with the purpose to identify current trends, threats and opportunities against the background of recent advances on NIS measures and policies.
Recognizing the multi-dimensional facets and intricacies causing changes in the information risks landscape, an array of lectures will cover a variety of key aspects on
policy, economic, legal and research matters. By going through a natural evolution
cycle, but also by adopting current trends in networking and exchange of
knowledge, this year’s Summer School aims at increasing interaction among participants via targeted breakout sessions which will enhance dialogue and exchange of
ideas.
The audience includes policy makers from EU Member States and EU Institutions,
decision makers from industry and members of the academic community.
We would like to thank our keynote speakers, facilitators, faculty and sponsors for
their significant contribution to the success of this event.
You can find in this leaflet information with regards projects that are sponsoring
NIS’19. More details are available in NIS’19 site.
The program of the Event is available on-line

56 partners
(46 + 10 from June
2019)

27 partners from
academia
28 partners from
industry and
organisations

19 countries
(16 EU member
states
3 associated
countries)

16.000.000 € EC
funding
7.000.000 € additional funding
(national authorities and industry)

CONCORDIA’s Social Media

Website: https://www.concordia-h2020.eu
Email: contact@concordia-h2020.eu
Twitter: @concordiah2020
LinkedIn: https://www.linkedin.com/in/concordia-h2020
Facebook: https://www.facebook.com/concordia.eu
CONCORDIA’s Objectives
1. Position the CONCORDIA ecosystem.
2. Using an open, agile and adaptive governance model and processes.
3. Devise a cybersecurity roadmap to identify powerful research paradigms,
4. Develop next-generation cybersecurity solutions.
5. Scale up existing research and innovation with CONCORDIA’s virtual lab and services.
6. Identify marketable solutions and grow pioneering techniques
7. Develop sector-specific (vertical) and cross-sector (horizontal) industrial pilots with building incubators.
8. Launch Open Calls to allow entrepreneurs and individuals to stress their solutions with the development.
9. Set up an Advisory Board, comprised by leaders of industry, standardization, policy and politics
10. Mediate between multiple communities:
11. Establish an European Education Ecosystem for Cybersecurity.
12. Provide expertise to European policy makers and industry.
This project has received funding from the European Union‘s Horizon 2020 research and innovation
programme under grant agreement no. 830927.

Cyber Security Threats and Threat Actors
Training - Assurance Driven Multi-Layer,
end-to-end Simulation and Training

https://www.threat-arrest.eu/
THREAT-ARREST aims to develop an advanced training platform incorporating
emulation, simulation, serious gaming and visualization capabilities to adequately prepare stakeholders with different types of responsibility and levels of expertise in
defending high-risk cyber systems and organizations to counter advanced, known and
new cyber-attacks.
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OBJECTIVES
Develop the means for specifying cyber security threat training and preparation models
and programs
Develop emulation capabilities enabling hands-on experience against these cyber-attacks
Develop multi-layer simulation capabilities enabling the realistic simulation of cyber systems
Develop cyber-security training based on serious games
Develop key capabilities for the effective delivery of CTTP programs,
Align training and simulation with the continuous security assurance of real operational
cyber systems
Demonstrate the use of the THREAT-ARREST framework for effective training
Ensure the uptake, commercialization, and the delivery of innovation of project outcomes
by developing an ecosystem around the THREAT-ARREST framework.

Start Date: 2018-09-01
Duration: 36 months
Project Cost: €6,431,125
Project Coordinator: FORTH
Supported by the EU
Horizon 2020 Programme
under grant number 786890

Trans-European and Greek CERTs
collaboration project
https://www.certcoop.eu/

Objectives
To increase cyber security in Greece, the consortium will offer to public sector
and critical infrastructures the following:
1. Penetration tests: during the action penetration tests will be performed
in public institutions and the critical infrastructure of the country
2. The organization of workshops and seminars to increase awareness on
cyber security, and inform about cyber-attacks as one of the major risks
they may face
3. The access provision to a web portal which will provide information on
current cybersecurity issues and an easy to use interface to report cybersecurity incidents

Partners

Foundation for
Research and Technology - Hellas

Greek Research
National Authority
and
Against Electronic
Technology Network Attacks-National CERT

Start date: 1st October 2017
Duration: 24 Months
EC Contribution: 748.733€

Coordinator:
Contact:

The Cyber Defense
Directorate
FORTH
Dr. Sotiris Ioannidis
sotiris@ics.forth.gr

Industrial Driven Big Data
As a Self-Service Solution
I-BiDaaS aims to empower users to
easily utilize and interact with big
data technologies, by designing,
building, and demonstrating, a unified solution that: significantly increases the speed of data analysis
while coping with the rate of data
asset growth, and facilitates crossdomain data-flow towards a thriving
data-driven EU economy.
The Data Economy is considered an
essential factor for growth competitiveness innovation, job creation, and
societal progress in general.

A CYBERSECURITY FRAMEWORK TO GUARANTEE
RELIABILITY AND TRUST FOR DIGITAL SERVICE CHAINS
guard-project.eu

CONCEPTUAL
FRAMEWORK

The GUARD framework will be made of four main macro-blocks:
 context fabric, concerning the definition of embedded security functions;
 detection engine, including the context repository and processing algorithms;
 identity management, to manage certifications, authentication, authorization,
and access control in a multi-domain environment;
 user interface, interfacing the GUARD technologies with users and other domains.
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OBJECTIVES







enhanced protection against novel advanced threats
Advanced technologies and services to manage complex cyber-attacks and to
reduce the impact of breaches
Contribute to the development of the CSIRT Network across the EU
Addressing mayor trends in the evolution of technologies utilised in future ICT
infrastructures
Design a holistic framework for advanced end-to-end assurance and protection
of business service chains
Improve the detection of attacks and identification of new threats, by applying
real time and/or offline machine learning
leverage “programmability” to shape the granularity of context information to
the actual needs.
developing user tools for visualisation, notification, configuration, investigation,
mitigation.
Develop new business models for commercial exploitation
Identify business opportunities and initiate tangible actions for successful commercial exploitation

This project has received funding from the European Union ‘s Horizon 2020
research and innovation program under grant agreement No 833456 .

Smart Big Data Platform to Offer Evidence-based Personalised Support for
Healthy and Independent Living at Home
Digital tools hold promise for many health benefits that can enhance the independent living and well-being of the elderly. Yet, their use is often perceived to
have technological and privacy risks. SMART BEAR will deliver a solution offering:
 Continuous and objective monitoring and interventions for 21st century precise and personalised medicine towards optimising disease and associated
risks’ management
 Measurable improvements to the Quality of Life of the elderly and their ability to live independently

This project has received funding from the European Union Horizon
2020 innovation Action under grant agreement No 823951

Budget: € 22,379,512.49
Duration: Sep 19 - Aug 23

A cyberSecurity Platform for vIrtualiseD 5G
cybEr Range services
VISION
The vision of SPIDER is to deliver a next-generation, extensive, and replicable cyber range platform for
the telecommunications domain and its fifth generation (5G), offering cybersecurity emulation, training
and investment decision support. Towards this vision, it features integrated tools for cyber testing including advanced emulation tools, novel training methods based on active learning as well as econometric
models based on real-time emulation of modern cyber-attacks

SPIDER PLATFORM
SPIDER will deliver an innovative Cyber Range as a Service (CRaaS) platform that extends and combines the capabilities of existing telecommunication testbeds and cyberranges with the most recent advances in telecommunications management and emulation, gamification and serious games training as
well as economics of cybersecurity. The SPIDER cyber range platform rests on three major pillars:
1.cybersecurity testing and assessment, with emphasis on new security technologies
2.cybersecurity training in defending against advanced cyber-attacks
3.cybersecurity investment decision support

OBJECTIVES
 Design the architecture of a CRaaS platform for the telecommunications domain.
 Provide the telecommunications infrastructure that can support a cyber range with the latest 5G virtualisation, infra-

structure management and orchestration technologies

 Design state-of-the-art AI/Machine Learning-based technologies capable of assessing the security of critical virtu-

alised communication infrastructures.

 Design a digital gamified and serious game-based learning environment for training experts and non-experts
 Devise and integrate improved risk analysis and econometric models that can support organisations in making opti-

mal investment decisions

 Design and implement a monitoring and reporting layer that can track the progress and outcomes of the end users

while testing and training with the SPIDER CRaaS platform.

 Demonstrate and validate the integrated SPIDER CRaaS platform across four pilots.

This project has received funding from the EU H
2020 Research & Innovation program under Grant
Agreement No 833685.

Cybersecurity 4.0: Protecting the
Industrial Internet of Things
C4IIOT will design, build and
demonstrate a novel framework
that implements an innovative
IoT architecture paradigm to provide an end-to-end holistic and
disruptive security-enabling solution for minimizing the attack
surfaces in Industrial IoT systems.

Industrial IoT (industry 4.0—Smart manufacturing)
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Demonstration thematic area: Automotive

Cybersecurity challenges:
 Detect in almost real time vulnerabilities and incidents in a large scale IoT system
 Achieve visibility and control across the distributed industrial value chain - extensive
monitoring
 End-user education need to extend across the complete industrial value chain
 Lack of security in protocols and gateways
 Lack of analytics related to security
 All parts of the industrial value chain follow standards and IoT security regulations
 Hardware-enabled security assurance
 Context-aware intelligence for detecting
anomalous or malicious behavior
 Security assurance by horizontal deviceto-device communication architectures

2 demonstration scenarios

https://www.c4iiot.eu/

Start Date: 1st June 2019 EU Contribution: 4,993,533 Duration: 36 Months Project Coordinator: Forth
This project has received funding from the EU H2020 RIA program under Grant Agreement No 833828.
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