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Disclaimer
The information, documentation and figures available in this deliverable are written by the
SPIDER Consortium partners under EC co-financing (Call: H2020-SU-DS-2018, Project ID:
833685) and do not necessarily reflect the view of the European Commission.
The information in this document is provided “as is”, and no guarantee or warranty is given
that the information is fit for any particular purpose. The reader uses the information at
his/her sole risk and liability.
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Acronym
5G

Explanation
FIFTH Generation cellular networks

B2B

Business to Business

CERTs

Computer emergency response teams

CSIRTs

Computer security incident response teams

DG-CONNECT
DoA

Directorate-General for Communications Networks, Content and
Technology
Description of Action

ECSO

European Cyber Security Organisation

ENISA

European Union Agency for Cybersecurity

EU

European Union
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Grant Agreement

GDPR

General Data Protection Regulation

ICT

Information and Communications Technology

ISACs

Information Sharing and Analysis Centres (ISACs)

KPI

Key Performance Indicators

ML

Machine Learning

REA

Research Executive Agency

RCIS

Research Challenges in Information Science Conference

SMEs

Small and Medium Enterprises
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Work Package
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EXECUTIVE SUMMARY
This document represents the deliverable D8.6 “Report on connections with stakeholders
and European CERTs/CSIRTs – initial version”. It is the initial version of the report concerning
the liaison activities of WP8, which describes the work plan, material and communication
activities that were pursued during the first reporting period of the project (M1-M18), as
well as the means used to accomplish the objectives set for this reporting period.
The deliverable will describe in detail all the rationale behind all completed and planned
activities as well as the results of the liaison activities so far. The work described in this
deliverable is the outcome of Task 8.4: “Liaison with Stakeholders and Creation of
Operational Links with European CERTs/CSIRTs” of the DoA[1] which enhances the
dissemination, exploitation and innovation capacity of the project, by creating live
operational liaisons with external cybersecurity stakeholders like other R&D initiatives,
projects, SMEs, Public Sector and EU CERTs/CSIRTs. The establishment of these links will
assist the achievement of two objectives. Firstly, it will provide useful insights on the
efficacy and added value of the platform through the hands-on experience of the platform
and the feedback received and secondly it will assist the adoption and longevity of SPIDER’s
outcomes even after the project’s end.
We must underline the fact that some of planned activities, such as face to face interaction
through participation to meetings and workshops since Month 8 of the project were
hindered due to COVID-19 impact. The WP8 task leaders took any mitigation action possible
for ensuring that the work done within the context of this package will be not compromised
and the consortium is planning to be involved in more activities during the second half of
the project.

09/12/2020
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1 INTRODUCTION
Within the SPIDER project, WP8 is responsible for dissemination, exploitation,
standardization and activities related with establishing liaisons with stakeholders. The first
period of the project has been focused on maturing the technical work of SPIDER as well as
creating visibility for SPIDER’s outcomes and focusing on dissemination. This initial version
of the deliverable describes the outcomes and work progress of Task 8.4 “Liaison with
Stakeholders and Creation of Operational Links with European CERTs/CSIRTs”. The aims of
the task as described in the DoA [1] are the following:
(i)

(ii)
(iii)

Establish liaisons with a number of security related stakeholders from Industry, SMEs and
Public Sector;
Pursue Liaison activities within the academic domain and cooperation with related R&D
initiatives and other projects;
Create operational links between SPIDER and numerous EU CERTs/CSIRTs will be created
in order to interchange arising threats’ information, training tools and material.

In the context of the liaison activities of this task, SPIDER consortium aims, through its cyber
range training platform, to provide a holistic security training that can be used by different
stakeholders and more specifically EU CERTs/CSIRTs. The outcome of this task will be
validated through KPI number 9 in Table 2–6 of the DoA[1] which refers to the number of
achieved liaisons with EU CERTs/CSIRTs.
This deliverable is the initial report of all the activities and milestones achieved under the
Task 8.4. It also provides the results from the first half of the project’s duration and sets the
plan for the successful establishment of active liaisons during the second half of the
project’s lifetime. Additionally, it includes a detailed description of the produced material
and information on all communications between the consortium and external stakeholders.
The final version of the this deliverable D8.7: “Report on connections with stakeholders and
European CERTs/CSIRTs – final version” will be submitted at M36 along with the end of the
project, consolidating all the activities and providing detailed results based on the KPIs and
achievement in relation to the original plan.

1.1 RELATION TO THE PROJECT WORK
The work of this Task is directly related with all tasks and work under WP8 as it enhances
most the activities pursued under WP8 like dissemination, exploitation and communication.
Moreover, it is directly dependant on technical advances of the project and the technical
work packages namely: WP2, WP3, WP4, WP5, WP6, as a mature version of SPIDER is
needed in order to be used, exploited and validated through the liaison activities of Task
8.4. The feedback received from this task will assist on the validation activities of the WP7
project and will create a feedback loop between WP7 and the technical work the project.

1.2 STRUCTURE OF THE DOCUMENT
The reminder of the document includes:
Section 2. Methodology: In this section we describe the methodology that was used in
order to identify the liaisons and provides the first plan for the liaison activities;
09/12/2020
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Section 3. Liaison Opportunities: In this section we identify the liaison activities that can be
pursued throughout the lifespan of the project;
Section 4. Reported Activities and Outcomes: In the fourth section of the document we
provide a report of the completed activities and the outcomes so far;
Section 5. Conclusions: This section concludes the document.
Annexes: The annexes of this document include the invitation letter and information sheet
that was sent to the EU CERTs/CSIRTs in order to invite them to the liaison activities of
SPIDER.

09/12/2020
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2 METHODOLOGY
A simple methodology will be followed for the liaison activities of SPIDER, Identify, Contact,
Connect, Participate and Maintain.
1. Identify all the potential liaison links within the consortium. This is achieved through a
shared file where each partner lists all liaison links that can be exploited by SPIDER. This is
a living document that is regularly updated by consortium partners. We target mainly EU
CERTs/CSIRTs, SMEs/Public Sector, other EU-Funded projects and Academia. Finally, we
collectively identify events that can promote SPIDER activities and create opportunities
for the establishment of new liaison links. This is a continuous process that is supported
by the whole consortium.
2. Contact. After the collection and identification of all potential links, SPIDER will initiate
the contact with them either as a consortium via specific partners or through each
individual partner. The goal of this stage is to provide initial information on SPIDER’s
goals, achievements and offerings to the liaison contacts in order to connect and
establish operational liaison links.
3. Connect. At this stage we will be receiving all the requested contact information and
consents for establishing the communication links between our project and the external
counterparts. These initial connection activities will allow us to present SPIDER’s visions
and objectives in more details, set the joint objectives and plan ahead for activities that
will produce useful results both for SPIDER and the external partner.
4. Participate. This is the stage, where the planning of activities continues while most of the
planning is materialized into specific events and activities. These events will be the
backbone of the liaison activities providing to external contacts/participants access to the
SPIDER’s framework internals, the architecture and access to the platform and its
features for using it and providing feedback to the consortium
5. Maintain. This last stage refers to the maintenance of the liaison links through specific
activities e.g. workshop, conferences, trainings and try to activate SPIDER’s exploitation
plan, achieving bilateral agreements that will ensures SPIDER’s sustainability even after
the project’s end.

In this first stage of task 8.4 we focused on the first three(3) steps of the aforementioned
methodology. So we set the initial plan, the processes and files and managed to identify
various stakeholders for our liaison activities. Up to the time of this writing, we prepared
and sent out invitation focusing firstly on the difficult task of creating links with the largest
possible number of CERTs/CSIRTs. We have received acceptance letters by three CERTs,
two of which are national CERTs thus achieving steps one up to three from our proposed
methodology. Moreover, we participated in numerous activities promoting SPIDER
objectives and identifying potential liaison links, which is part of step 4 of our methodology.
More information on the identification process and identified opportunities are depicted in
section 3 whilst the achievements, status and outcomes of this first reporting period are
depicted in section 4.

09/12/2020
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3 LIAISON OPPORTUNITIES
3.1 EU CERTS / CSIRTS
In order to recognize all the existing links with EU CERTs/CSIRT the CSIRTs list inventory by
ENISA[2] was provided to the partners in order to find all the connection points that can be
exploited for the purposes of Task 8.4. Through that process twelve CERTs were identified
and are presented in Table 1, based on this list eleven invitations were sent out. Moreover,
FORTH is part of FIRST.org a global forum of responders with the participation of most
CERTs/CSIRTs teams from all over the world. An invitation to the FIRST.org members was
not sent at this point as it will be broadcasted to large audience even outside of EU and we
wanted to have a more mature and open version of SPIDER as well as to have studied in
detail all the legal, operational and IPR issues. Finally, FORTHCert is FORTH’s internal CERT
team that did not receive a formal invitation, as it operates under the same organization
and personnel that handles this task.
Full name
Constituency
Country
Contact point
GRNET-CERT
Greek National Authority
Against Electronic Attacks
CERT POLSKA
CZ.NIC-CSIRT
CERT-EU
Forum of Incident Response
and Security Teams.
Computer Emergency
Response Team Austria
CSIRTMalta
CSIRT.CZ
National CSIRT-CY
NASK CSIRT, Nationally
appointed CSIRT
Hellenic Cyber Security
Incident Response Team
(CSIRT)
FORTHCert

NREN, NIS appointed

Greece

FORTH

Government

Greece

FORTH

NREN, National
Non-Commercial
Organisation
EU Institution

Poland

FORTH

Czech Republic

FORTH

European Union

FORTH

Global Forum

N/A

FORTH

National

Austria

FORTH

Malta
National
Government, National,
Private
and
Public Czech Republic
Sectors
CIIP,
Government,
Cyprus
National

FORTH

NIS appointed

Poland

FORTH

Greece

FORTH

Service
Provider
Greece
Customer Base

FORTH

Governmental,
appointed

NIS

Table 1. EU CERTs/CSIRTs invited to participated in SPIDER's Liaison activities

09/12/2020
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3.2 SMES / PUBLIC SECTOR
Public sector and initiatives of public sector are also targeted in order to promote SPIDER’s
outcomes and create operational links via the participation of individual partners or bilateral
cooperation with SPIDER consortium. At the moment we have not identified specific SMEs
that will participate in the liaison activities but when the prototype and a mature version of
SPIDER are released we will reach out to the SME community through the PARXI network[3]
and MWCapital [4]. The current identified stakeholders as well as the involved SPIDER
partner are depicted in Table 2.
External
Involved
Type
Description
Stakeholder
Partner
ECSO

ECSO

ECSO

Dr. Panos Gouvas of UBI is representing
European Cyber
the team in Cybersecurity events,
Security
UBITECH
investor days and Working Groups (i.e.
Organisation
WG1, WG3 and WG 4)
Jose Francisco Ruiz is a member of the
board of ECSO and scientific and
European Cyber
technical board. Philippe Vanier (Atos) is
Security
ATOS
the chairperson. Also, Jose Francisco
Organisation
Ruiz is co-chair of sub-working group 6.2
(digital transformation in verticals)
European Cyber
Emmanuel Dotaro is a member of the
Security
THALES ECSO Partnership Board (cyber security
Organisation
PPP)

ENISA
European
EU-Agency/Policy
Union Agency
FORTH
Maker
for
Cybersecurity
European
EOS
Organisation for THALES
Security
Technology
PRAXI
Transfer
FORTH
Network
Organization
/
SME association

MWCapital

09/12/2020

Innovation
Foundation,
Public/Private
initiative in Spain

FORTH

Prof. Sotiris Ioannidis of FORTH is a
member of ENISA Advisory Group(AG)

Emmanuel Dotaro is co-chair of the
Cyber Security Working Group
It is a distinct administrative unit
operating within the Foundation for
Research and Technology – Hellas
(FORTH)
Mobile World Capital Barcelona is an
initiative driving the digital advancement
of society while helping improve
people’s lives globally. With the support
of the public and private sector,
MWCapital focuses on four areas: the
acceleration of innovation through
digital
entrepreneurship,
the
transformation of industries through
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digital technology, the rise of digital
talent among new generations and
professionals, and the reflection on the
impact of technology in our society.
FORTH has already established an
operational link and is preparing various
5G related events with MWC.
Table 2. . List of SME Associations, Public Bodies

3.3 EU PROJECTS / ACADEMIA
SPIDER envisions to create a number of active connections with other H2020 project that
can cooperate and benefit from SPIDER and vice versa. An initial list of projects was
compiled based on the participation of SPIDER partners to other funded projects and
initiatives were created. This list was also populated with projects that were
identified/contacted during participation to clustering events, conferences, info days and
webinars. Moreover, through partners’ link we are promoting SPIDER propositions,
receiving feedback and create joint initiatives like webinars. Table 3, depicts the affiliated
projects in which partners directly participate, as well as projects that are relevant to our
objectives and scope. Throughout the project’s duration we will try to establish operational
links with them.
Involved
Name
Type
Description
Partner

CONCORDIA

EU
Cybersecurity
Pilot Project

EU
CyberSec4Europe Cybersecurity
Pilot Project

FORTH,
ATOS,TID,
ERICSSON

ATOS,
FORTH,
UPRC

CyberWISER

H2020 funded
project

ATOS

DataVaults

Research
Project

UBITECH

09/12/2020

Prof. Sotiris Ioannidis of FORTH is
acting as deputy Coordinator of this
Pilot Project. ATOS participates in the
design and development of a cyber
intelligence sharing platform in the
financial market. TID and ERICSSON
are also part of Concordia’s
Consortium
Atos participates in the integration of
cybersecurity in the pilots. FORTH and
UPRC are also part of the consortium.
Atos is the project coordinator. It
manages all activities and participates
actively in the development of the
cyber-range platform
Dr. Panos Gouvas leads the
implementation of the Risk
Management Monitor, which is a
service that offers near real-time
monitoring and evaluation of an
individual’s privacy risks.
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DEFeND: Data
Governance for
Supporting
GDPR Partners:

H2020 funded
project

ATOS

SDN-microSense

H2020 funded
project

UBITECH,
ATOS, CLS,
EIGHT
BELLS

CyberSANE

H2020 funded
project

UBITECH,
FORTH,
ATOS, STS

THREAT-ARREST

H2020 funded
project

FORTH, STS,
ATOS

INSPIRE-5Gplus

H2020 funded
project

TID

Cyber-MAR

H2020 funded
project

ERICSSON,
ATOS

FORESIGHT

H2020 funded
project

ERICSSON

09/12/2020

Atos is the project coordinator,
leading all activities and managing
technical developments.
Entso Veliou (Security Engineer) leads
the development of a risk assessment
framework in the face of emerging
threats and vulnerabilities in the smart
grid energy domain. Common partners
to both consortiums are also ATOS,
CLS and 8BELLS
Cyber Security Incident Handling,
Warning and Response System for the
European Critical Infrastructures.
Protecting critical information
infrastructure from cybercriminals
Cyber Security Threats and Threat
Actors Training - Assurance Driven
Multi-Layer, end-to-end Simulation
and Training. FORTH Is the coordinator
of THREAT-ARREST aiming to create a
high-end model based cyber range
platform.
Develop new security solutions for 5G.
TID is actively working in new security
technologies and architecture ,
including secure AI, and encrypted.
Some of the testbed will be run in
Mouseworld environment.
From the same H2020-SU-DS-2018 call
of SPIDER, Cyber-MAR is an effort to
fully unlock the value of the use of
cyber range in the maritime logistics
value chain via the development of an
innovative simulation environment
adapting in the peculiarities of the
maritime sector but being at the same
time easily applicable in other
transport subsectors
From the same H2020-SU-DS-2018 call
of SPIDER, the FORESIGHT project
aims to develop a federated cyberrange solution to enhance the
preparedness of cyber-security
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professionals at all levels and advance
their skills towards preventing,
detecting, reacting and mitigating
sophisticated cyber-attacks.

SPEAR

H2020 funded
project

EIGHT
BELLS

GUARD

H2020 funded
project

EIGHT
BELLS,
FORTH

09/12/2020

SPEAR aims at developing an
integrated platform of methods,
processes, and tools for: (i)timely
detecting evolved security attacks
using big data analytics, advanced
visual-aided anomaly detection tools,
and smart node trust management
schemes; (ii)developing an advanced
forensic readiness framework for
collecting attack traces and preparing
the necessary
legal evidence in court, while
preserving user private information;
(iii)implementing an anonymous smart
grid channel for mitigating the lack of
trust in exchanging sensitive
information about cyberattack
incidents; (iv)performing risk analysis
and awareness through cyber hygiene
frameworks, while empowering EUwide consensus,
by collaborating with European and
global
security organisations, standardisation
bodies, industrial groups and smart
grid operators; (v)exploiting the
research outcomes to more critical
infrastructure domains, while creating
competitive business models for
utilising the implemented security
tools in smart grid operators and
actors across Europe.
GUARD aims to develop an open and
extensible platform for advanced
assurance and protection of
trustworthy and reliable business
chains spanning multiple
administrative domains and
heterogeneous infrastructures
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CARAMEL

H2020 funded
project

EIGHT
BELLS, CLS,
ATOS

5GCroCo

FIFTH
GENERATION
CROSSBORDER
CONTROL

FORTH’s
connection

5GMED

Sustainable 5G
deployment
model for
future mobility FORTH’s
in the
connection
Mediterranean
Cross-Border
Corridor

5G-VINNI

09/12/2020

5G Verticals
INNovation
Infrastructure

FORTH’s
connection

CARAMEL improves protection against
novel threats and develops advanced
technologies and services to manage
complex cyber-attacks and to reduce
the impact of data breaches. It
develops robust, transversal and
scalable ICT infrastructures that are
resilient to cyber-attacks and can
underpin relevant domain-specific ICT
systems (e.g., for energy) providing
them with sustainable cybersecurity,
digital privacy and accountability.
5GCroCo will trial 5G technologies in
the cross-border corridor along
France, Germany and Luxembourg. In
addition, 5GCroCo also aims at
defining new business models that can
be built on top of this unprecedented
connectivity and service provisioning
capacity. Ultimately, 5GCroCo will
impact relevant standardization
bodies from the telco and automotive
industries.
https://5gmed.crearts.es/inicio/
5GMed will demonstrate advanced
Cooperative Connected and
Automated Mobility CCAM) and
Future Railway Mobile
Communications System services
FRMCS) along the “Figueres
Perpignan” cross border corridor
between Spain and France Enabled by
a multi stakeholder compute and
network infrastructure deployed by
MNOs, neutral hosts, and road and rail
operators, based on 5 G and offering
support for AI functions.
5G-VINNI will accelerate the uptake of
5G in Europe by providing an end to
end (E2E) facility that lowers the entry
barrier for vertical industries to pilot
use cases and supports the pilots as
the infrastructure evolves. To achieve
this, the objectives of 5G-VINNI are:
Design an advanced and accessible 5G
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5G-VICTORI

5G-PICTURE

VertIcal demos
over Common
large scale
field Trials fOr FORTH’s
Rail, energy
connection
and media
Industries

5G
Programmable
Infrastructure
Converging
disaggregated
neTwork and
compUte
REsources

FORTH’s
connection

end to end facility. Build several
interworking sites of the 5G-VINNI end
to end facility. Provide user friendly
zero-touch orchestration, operations
and management systems for the 5GVINNI facility and more
The project will provide
enhancements of existing
infrastructures towards integration of
a large variety of vertical and crossvertical use cases. 5G-VICTORI’s
platform aims to transform current
closed, purposely developed and
dedicated infrastructures into open
environments where resources and
functions are exposed to ICT and
vertical industries through common
vertical and non-vertical specific
repositories. These functions can be
accessed shared on demand and
deployed to compose very diverse set
of services in a large variety of
ecosystems.
5G-PICTURE will demonstrate
converged fronthaul and backhaul
services in: a smart city environment,
a 5G railway experimental testbed
showcasing seamless service
provisioning and mobility
management in high-speed moving
environments, and a stadium with
ultra-high user density, supporting
media services.

Table 3. Affiliated EU projects, Academic institutions

3.4 STAKEHOLDERS EVENTS
This section includes all the events that were identified during the first period of the project
and partners were able to participate. Participation in events allows us to propagate the
vision of SPIDER outside the confines of the consortium. Moreover, it allows the exchange of
ideas and the recognition of potential exploitation and collaboration activities. Partners
from the consortium participated in these events providing a summary back to the task. All
events proposed by the consortium in the first period of task 8.4 are presented in Table 4.
The summary of activities for each of the events are summarized in Section 4. New events
are included in a continuous manner and we expect to identify and include more events for
the second reporting period and will be reported in the final version of this report, namely
09/12/2020
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D8.7. At this point we need to note that the travelling and working restrictions due to
CoVID-19 affected the number of events held and thus attended by the consortium.
Moreover, the liaisons activities are more easily done in face to face manner than through
teleconferencing and virtual meetings.
External
Proposed Event
Date
Partner Description
Stakeholder
ENISA The conference will discuss
Cybersecurity
European
the challenges in the
Standardization
Union Agency TBA
FORTH standardisation landscape
Conference [5]
for
for Cybersecurity in light of
Cybersecurity
the EU Cybersecurity Act.
Engagement with
CONCORDIA. panels and
talks animated by experts in
CONCORDIA
October
cybersecurity, legal and
OPEN DOOR
CONCORDIA
28th & 29th, FORTH
economic aspects of
2020 [6]
2020
cybersecurity, and
participate in the future
roadmap of cybersecurity.
This event focuses on both
CYBER INVESTOR
th
January 5 ,
the access-to-market & the
DAYS IN
ECSO
UBI
2020
access-to-finance (funds)
BRUSSELS [7]
support.
QG Media is a
provider of
international
B2B events
#CS4CA Europe is a CPD
aimed at
certified industrial security
senior
conference, uniting 150+
Cyber Security
professionals
senior critical infrastructure
October 6th
for Critical Assets working in IT
FORTH
leaders who represent major
& 7th, 2020
Summit [8]
Security,
players from the Energy, Oil
Industrial
& Gas, Utility, Power, Water,
Cyber Security,
Chemical, Healthcare &
and the
Maritime industries.
Industrial
Internet of
Things.
During increasingly
European
challenging times, both in
Commission
EU-ISACs
the physical and digital
(DG Connect)
June 29th,
Conference 2020
FORTH space, cybersecurity remains
and ENISA, the 2020
[9]
an important topic. Sharing
EU agency for
information is crucial when
Cybersecurity,
combatting cybercrime.
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9th ENISA-EC3
Workshop:
CSIRTs and LE
Cooperation [10]

ENISA European
Union Agency
for
Cybersecurity

September
16th, 2020

FORTH

FIRSTCON20 [11]

FIRST.org

November
16th & 18th,
2020

FORTH

09/12/2020
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Therefore, to help Europe
become more cyber resilient,
Information Sharing and
Analysis Centres (ISACs) are
gaining attention from
companies in various
European sectors. During a
three hour kick-off, the
Empowering EU-ISACs
consortium would like to give
an update on their
performance and how you
can learn from their
developments.
The 9th ENISA-EC3
Workshop will serve as a
planned follow up event to
previous ENISA-EC3
workshops, including the
workshop held in November
2019. The workshop will
retain the scope of
cooperation between
national and governmental
CSIRTs in Europe and their
national LE counterparts.
The Forum of Incident
Response and Security
Teams is an international
not-for-profit organization
bringing together a variety of
security and incident
response teams. FIRST is
comprised of over 480
member teams from over 90
countries representing
government agencies,
academia, commercial
enterprises, and financial
corporations.
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5GTECHRITORY,
3rd-annual Baltic
Sea Region 5G
ecosystem forum
[13]

4th NMIOTC
CONFERENCE ON
CYBER SECURITY
IN THE
MARITIME
DOMAIN [12]

09/12/2020

Baltic Sea
region 5G
Ecosystem
Forum “5G
Techritory”

November
11th &
12th, 2020

FORTH

NATO
Maritime
Interdiction
Operational
Training
Centre

September
30th &
November
1st, 2020

FORTH
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The Forum includes highlevel business and political
debates, and practical
business case studies by toplevel 5G policymakers, heads
of major industry
organisations, business
leaders, and other high-value
stakeholders on the latest
progress in 5G global
commercialization, its
related innovative business
models, and potential 5G
cross-border projects. A
focus will be placed on smart
mobility, smart city, smart
media and entertainment,
and Industry 4.0 verticals.
The 4th NMIOTC Cyber
Security Conference was a
gathering of Subject Matter
Experts and the whole
Community of Interests in
order to provide
opportunities to deepen and
discuss issues related to the
emerging cyber threats to
the maritime environment.
The main scope was to
analyse the latest trends in
cyber security threats within
maritime domain and
provide guidance on how to
counter this potentially
catastrophic 21st century
security challenge.
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Cyber Range
Network [14]

Cyber-MAR
and
FORESIGHT
projects

November
26th, 2020

8BELLS,
UBI,
ERICSS
ON

Table 4. Candidate events for Liaison activities

09/12/2020
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The “Cyber-Range Network”
was
formed
as
a
collaboration initiative by
three EU funded projects:
FORESIGHT, Cyber-MAR and
SPIDER. FORESIGHT, SPIDER
and Cyber-MAR projects
have a lot in common: their
philosophy, basic objectives,
concept and vision.
Each one of these projects is
involved
in
the
implementation
of
innovative
cyber-range
platforms, aiming to upgrade
their end users’ skills,
increase cyber awareness
and preparedness level,
improve
cyber-threat
training and at the same
time aim to offer reliable and
advanced econometric and
risk analysis tools.
The three projects created
this initiative having as main
objectives
to
promote
collaboration
and
to
facilitate
exchange
of
knowledge among them, to
showcase their respective
project results to a wider
audience, and to improve
awareness
regarding
cybersecurity preparedness
and training.
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4 REPORT ON ACTIVITIES , OUTCOMES AND FUTURE PLANS
In this section we will report all the work done and the liaisons achieved in this first
reporting period of the task. In the next sections we will describe what we have achieved so
far in each of the categories of targeted liaisons. In order to measure the success of the
liaison activities we have set the following KPIs in the GA:
The SPIDER consortium will collaborate as much
as possible with other ongoing projects
Liaison with
Number of collaborations
accepted in the call to exploit opportunities for
other projects
with other projects ≥ 2
knowledge exchange and for improving
dissemination among the target audience.
The SPIDER consortium will strive to ensure
collaboration and knowledge interchange with
CERTs/CSIRTs. The communication will be
Liaison with
Number of collaborations
achieved either via the creation of direct
CERTs/CSIRTs
with CERTs/CSIRTs
channels between projects or via the
network
networks across the EU ≥
participation and collaboration of mandated
across the EU
3
SPIDER representatives to ECSO technical
Working Groups (e.g., WG1, WG3, WG5 and
WG6) and ENISA meetings.
Table 5. Liaison KPIs as defined in SPIDER GA

The first KPI is both related with the task 8.4 and the dissemination task 8.1 and will be
reported in the respective dissemination deliverables while we will focus on the second KPI
concerning the liaison with the CERTs/CSIRTs community.

4.1 REPORT ON EU CERTS / CSIRTS LIAISON ACTIVITIES
As mentioned in section 3.1, we identified twelve CERTs/CSRITs established in EU, based on
ENISA’s Inventory[1] and one global forum for incident responders. We sent out eleven (11)
invitations describing SPIDER proposition and our requesting their participation in SPIDER’s
liaison activities. We received back four (4) responses three (3) of them were positive, one
negative and up to the time of this writing we have not received responses from the rest.
Table 6 presents the status of each invitation accompanied with some details on the dates
of the communication and some brief explanation where needed. The Invitations that were
sent are depicted in ANNEX I Invitation sent to EU CERTs/CSIRTS of this deliverable and the
file with the initial presentation of SPIDER that was shared is present in ANNEX II SPIDER
Information sent to EU CERTs/CSIRTS.
FORTH through FORTCert has access to the FIRST.org but has still not exploited this channel
for including more CERTs/CSIRTs in SPIDER’s liaison activities for two main reason. Firstly,
we would like to have a more mature version of SPIDER available and secondly, we have not
yet done an in-depth the legislation or other issues that might arise with the participation of
CERT/CSIRT outside of Europe. Finally, SPIDER directly aims to collaborate with teams and
initiatives inside the EU so reaching out to a broader audience is out of the scope of the
project at this point.
09/12/2020
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Based on the results so far we have met the number of CERTs/CSIRTs needed to fulfil the
Liaison activities KPI. We are in discussion both internally and with the respective external
parties in order to identify the number and dates of the hands-on workshops we are going
to hold as well as to better define the plan of collaboration and knowledge exchange with
the CERT community. In the second and last part of the Task all the collaborative activities
will be materialized, further enhancing SPIDER’s validation, exploitation and sustainability
activities, resulting to a mature product ready to reach the market and enhance 5G security
throughout EU. All these activities will be reported in D8.7 “Report on connections with
stakeholders and European CERTs/CSIRTs – final version” the last outcome of Task 8.4.
Full name

Country

Contacted on Status(date)

GRNET-CERT
Greece
National CSIRT-CY
Cyprus
Hellenic Cyber Security
Incident Response Team Greece
(CSIRT)
FORTHCert

Greece

CZ.NIC-CSIRT

Czech
Republic

Accepted (13/10/2020)
Accepted (12/11/2020)

N/A

Not contacted by default
Accepted as part of FORTH

29/09/2020

Greek National Authority
Greece
Against Electronic Attacks
CERT POLSKA
Poland
European
CERT-EU
Union
Computer
Emergency
Austria
Response Team Austria
CSIRTMalta
Malta
Czech
CSIRT.CZ
Republic
NASK CSIRT, Nationally
Poland
appointed CSIRT
Forum
of
Response and
Teams.

29/09/2020
29/09/2020
29/09/2020

29/09/2020
29/09/2020
29/09/2020
29/09/2020
29/09/2020
29/09/2020
29/09/2020

Incident
Security Global Forum

N/A

Accepted (13/10/2020)

Declined(08/10/2020)
Response Pending
Response Pending
Response Pending
Response Pending
Response Pending
Response Pending
Response Pending
To be contacted when we
have an open, mature SPIDER
release and have checked all
the related legal issues of
SPIDER usage outside EU

Table 6. EU CERTs/CSIRTs liaison status.

4.2 REPORT ON SMES/PUBLIC SECTOR LIAISON ACTIVITIES
We have identified a number of links that can be exploited throughout the lifespan of
SPIDER. All the so far identified connections are depicted in Table 2. . List of SME
09/12/2020
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Associations, Public Bodies. For the liaison activities of the SMEs and Public Sector, we are
currently relying in the individual activities of each involved partner. Once the Beta release
of SPIDER will be available, we will exploit these liaison links to further promote the
technical advances and capabilities developed in SPIDER to the SME community and Public
sector providing a compelling offer for enhancing their security awareness of the 5G sector.
The aforementioned links are also utilised by the standardisation, dissemination and
exploitation tasks of the project, insuring interoperability and coordination between all
tasks under WP8.

4.3 REPORT ON LIAISON ACTIVITIES WITH EU PROJECTS AND ACADEMIA
The initial list of identified projects is presented in Table 3. Affiliated EU projects, Academic
institutions in Sect.3.3. At the time of this writing, we have identified seventeen (17) related
projects; in fifteen (15) of them partners from SPIDER’s consortium are also full partners in
the respective project creating an directly communication and collaboration link when
possible.
More specifically, SPIDER has initiated a collaboration with THREAT-ARREST (GA# 786890)
which is also developing a general-purpose Cyber Range. The collaboration has started in
July 2020 with the aim to provide a common output, concerning Cyber Ranges and Models.
The output of this collaborative activity will be provided as input to the cyber range
activities of the EU Cybersecurity pilot project CONCORDIA (GA# 830927). An early
presentation of SPIDER project has been provided to CONCORDIA project in September
2020 including technical discussion on the “A modelling of the training activities for Cyber
Ranges”. The progress of this task and its final outcomes will be reported in the final version
of this report namely D8.7.

Figure 1. Cyber Range Network 1st Webinar

Moreover, we already have established the “Cyber-Range Network” which is a collaborative
initiative/platform created jointly from three EU funded projects: FORESIGHT(GA# 833673),
Cyber-MAR(GA# 833389) and SPIDER with the aim of (i)promoting collaboration and to
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facilitate exchange of knowledge among them; (ii) showcasing their respective project
results to a wider audience; (iii) performing joint dissemination activities; (iv) improving
overall awareness regarding cybersecurity preparedness and cybersecurity training. In order
to kick start these joint activities a joint webinar was held on November 26th where the
three projects were introduced along with their key objectives and the current progress;
Additionally, the concept of cyber-ranges as virtual training environments and how they can
be used for cyber warfare was presented; Furthermore, a Q&A with the webinar
participants was held exchanging views and clarifying future collaboration plans. Finally, in
the wider context of the organisation of this webinar, through the communications of the
three projects, future collaboration activities' plans were discussed and agreed upon.
Finally, through the participation in the events presented in Table 4, like 5G TECHRITORY,
and exploitation of partners’ internal connections we had the opportunity to come across
with projects developing solutions in the area of 5G like 5GMED (GA# 951947), 5GCroCoCo
(GA#825050), 5G-VINNI (GA# 815279), 5G-VICTORI (GA# 857201) and 5G-PICTURE (GA#
762057) we have had official and unofficial discussions with partners from these projects,
and were keen to participate in hands-on workshop, info days and other events involving
SPIDER. Their aim is to exploit the capabilities offered by SPIDER to enhance their security
awareness in developing their 5G solutions. We have sent out similar invitation as the ones
presented in ANNEX I and we are waiting for the official acceptances. Through, their
participation in these liaison activities of SPIDER we will be able to receive valuable feedback
on the developed platform and be more aligned with the requirements of the 5G
community. Moreover, their involvement will not only enhance the validation of SPIDER but
will also amplify the exploitation, business and dissemination activities of SPIDER. The
liaisons created with these 5G projects will be treated with the same way as the ones of the
EU CERTs/CSIRTs taking part in the future hands-on workshops, info days and gaining access
to the initial versions of SPIDER platform.

4.4 REPORTS ON STAKEHOLDERS' EVENTS
In this section we are describing all the past events that partners from SPIDER participated
and the outcomes of them in relation to creation liaison activities.
Event

CONCORDIA
OPEN DOOR
2020 - October
28th & 29th, 2020
[6]

09/12/2020

External
Stakeholder

CONCORDIA

Partner

8bells

Outcome
SPIDER participated as an exhibitor at the
CONCORDIA Open Door 2020 (COD2020)
virtual event that took place at the 28 and 29
October. COD2020 is the annual event
organized by CONCORDIA and is a chance for
stakeholders of all backgrounds (such as IT,
entrepreneurship, education, economy, and
policy) to discuss societal and technological
needs in the cybersecurity field and to
discover others’ competences for potential
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collaborations.

Cyber Security
for Critical Assets
QG Media
Summit - October
6th & 7th, 2020 [8]

FORTH

EU-ISACs
Conference 2020
- June 29th, 2020
[9]

European
Commission
(DG Connect)
and ENISA,
FORTH
the EU
agency for
Cybersecurit
y,

9th ENISA-EC3
Workshop:
CSIRTs and LE
Cooperation September 16th,
2020 [10]

ENISA European
Union
Agency for
Cybersecurit
y

09/12/2020

FORTH

8BELLS through the participation in this event
had the chance to engage with CONCORDIA
and many other projects that were present
with virtual booths at the event. We followed
all panels and talks done by experts in
cybersecurity, legal and economic aspects of
cybersecurity, and participate in the future
roadmap of cybersecurity. Focused on the
ones concerning Cyber Ranges and 5G which
allowed us to pinpoint more potential
candidates for liaison activities.
In #CS4CA Europe we had the chance to view
the industry’s point of view on cybersecurity
and industrial security, focused on Critical
Infrastructures. We closely followed all the
session about 5G security, approached
stakeholders from that areas but up until
now failed to create active liaison links with
them.
In this Kick-Off meeting of EU-ISACs
community 179 participants from 34
countries were present, holding a conference
online allowing broad discussions on the
topic of Information Sharing and Analysis
Centres (ISACs). In this conference we were
able to enhance our knowledge on
information sharing, identify the key
stakeholders, EU parties, policies and
rationales to be included in the creation of
the EU-ISACs community.
It was privilege to get invited in this meeting
as it allows to get in touch with numerous
CERTs and take a look inside the CERT
community. Moreover, we were able to see
cybersecurity from the point of legal
authorities and how the cybercrime is
treated. More specifically, In the meeting:
The changes and increases in cybercrime and
how it has been affected by the coronavirus
and teleworking were discussed. Various
governmental CERTs presented information
about the events detected by or reported to
them. Discussions on the effects of attacks on
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FIRSTCON20 November 16th &
18th, 2020 [11]

4th NMIOTC
CONFERENCE ON
CYBER SECURITY
IN THE
MARITIME
DOMAIN –
September 30th &
November 1st,
2020 [12]

09/12/2020

FIRST.org

FORTH

NATO
Maritime
Interdiction
Operational
Training
Centre

FORTH

information systems in the health sector
were held. The new joint EU Cybersecurity
unit was presented. Some information that
will be in the new IOCTA 2020 report of
Europol were presented. The cooperation
scheme of ENISA with CERT-EU, the CSIRTs
Network and the structures of the European
Union was presented. The EU blueprint was
introduced for the common European policy
of responding to large-scale cyber-attacks.
Special mention was also made of shifting
our focus from the various assets to the
human factor in a cyber-attack.
In the 32nd version of the FIRST.org
conference, FORTH participated focusing on
the discussions of CERTs concerning threat
intelligence concerning the 5G paradigm.
Moreover, we focused on networking
activities in order to broaden the
participation of ERTs/CSIRTs members in our
SPIDER liaison network, strengthening the
collaboration with the CERTs community.
Prof. Sotiris Ioannidis presented "Cyberranges and security training for the maritime
Sector" in the session of "Secure Maritime
Value and Supply Chains, Infrastructures &
Services". We had the chance to check the
proposed Cyber Range solution of THREATARREST to deepen our collaboration and
discuss our common path for developing the
models of training that are to be delivered to
the CONCORDIA project.
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5GTECHRITORY3r
d-annual Baltic
Sea Region 5G
ecosystem forum
- November 11th
& 12th, 2020 [13]

CYBER-RANGE
NETWORK
webinar

09/12/2020

Baltic Sea
region 5G
Ecosystem
Forum “5G
Techritory”

FORTH

Joint
Webinar
with
FORESIGHT,
CYBER-MAR
and SPIDER

EIGHT
BELLS

We had the chance to participate in this
prestigious forum that was held by the
Latvian government this year. Throughout
the conferences duration we were able to
participate in presentations and discussions
about the future of 5G, the policies proposed
and adopted by the governments in order to
advance the wide adaptation of 5G across
the Europe and the world. We also were able
to identify the big players and stakeholders
among the 5G community and create
networking links that will benefit SPIDER.
During the forum we were able to discuss
with representatives from MWCapital,
5GMED and 5GCroCoCo that are interesting
in following and participating in SPIDER’s
activities.
CYBER-RANGE NETWORK webinar took place
on November 26, having a total duration of
around 2 hours. The webinar was hosted by
the three projects FORESIGHT CYBER-MAR
and SPIDER and can be considered successful
as it was attended from around 80
participants
of
various
backgrounds.
Interesting presentations were shared by the
three projects representatives describing in a
comprehensive their projects current
activities. The collaboration will continue
through organization of future events and
other activities .
The main aim of this webinar was to present
the three projects’ main objectives as well as
current project progress, to present the
concept of cyber-ranges as virtual training
environments and how they can be used for
cyber warfare and to exchange views and
held an interactive and productive discussion
with the webinar participants.
Furthermore in this event the CYBERWISER
project took place as an external guest and
presented briefly its activities
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5 CONCLUSIONS
This document is the first report of Task 8.4 “Liaison with Stakeholders and Creation of
Operational Links with European CERTs/CSIRTs”.In this first reporting period, with the
participation of all involved partners, we have managed to setup all the appropriate
connection links and create active collaborations with various stakeholders, R&D and public
sector initiatives as well as many H2020 funded projects, that will allow easily to fulfil the
KPIs set by the Grant Agreement.
We have managed to get in touch with numerous CERTs/CSIRTs teams and while we are
waiting for more responses, we already have three (3) of them onboard. Through our
partners and participation to well-known EU events we got in contact with numerous (about
20) EU projects, mostly from the fields of cyber-security and 5G. We have active
cooperation with a project developing a general-purpose cybersecurity cyber range (ThreatArrest) and the largest cybersecurity pilot project (CONCORDIA). We have setup the “CyberRange Network” with CyberMAR and FORESIGHT projects and held a joint Webinar. Finally,
through our participation in 5G TECHRITORY we got in contact with Mobile World Capital
Barcelona, two (2) additional 5G projects and we have created links with five (5) in total 5G
projects that will participate in upcoming hands-on workshops and webinars, concerning the
SPIDER solution and will provide valuable feedback to our consortium.
Based on all the aforementioned activities we are confident that in the next reporting
period we will be able to fully fulfil the objectives of the task creating a live ecosystem
around SPIDER project that will drive the longevity of the project, assisting in the
promotion, validation and exploitation of our project’s outcomes.

09/12/2020

Page 30 of 34

Report on connections with stakeholders and
European CERTs/CSIRTs - initial version

REFERENCES
[1]

Grant Agreement NUMBER 833685 — SPIDER

[2]

ENISA CSIRT Inventory – “CSIRTs by Country - Interactive Map”,
https://www.enisa.europa.eu/topics/csirts-in-europe/csirt-inventory/certs-bycountry-interactive-map

[3]

PRAXI Network, https://praxinetwork.gr/en/

[4]

Mobile World Capital Barcelona, https://mobileworldcapital.com/

[5]

Cybersecurity Standardization Conference 2020, ENISA
https://www.enisa.europa.eu/events/cybersecurity_standardisation_2020

[6]

CONCORDIA OPEN DOOR 2020, https://opendoor.concordia-h2020.eu/2020/

[7]

Cyber Investors Days 2020, Brussels, https://ec.europa.eu/digital-singlemarket/en/news/cyber-investor-days

[8]

Cyber Security for Critical Assets Summit 2020, https://europe.cs4ca.com/

[9]

EU-ISACs Conference 2020, https://www.ee-isac.eu/eu-isacs-conference-2020/

[10] 9th ENISA-EC3 Workshop: CSIRTs and LE Cooperation ,
https://www.enisa.europa.eu/events/9th-enisa-ec3-workshop
[11] 32nd Annual FIRST Conference 2020, https://www.first.org/conference/2020/
[12] 4th NMIOTC CONFERENCE ON CYBER SECURITY IN THE MARITIME DOMAIN,
http://nmiotc.nato.int/transformation/conferences/cyber-security-conference/
[13] 5GTECHRITORY, 3rd-annual Baltic Sea Region 5G ecosystem forum,
https://www.5gtechritory.com/
[14] Cyber Range Network , https://www.cyber-mar.eu/event/cyber-range-network-jointwebinar/

09/12/2020

Page 31 of 34

Report on connections with stakeholders and
European CERTs/CSIRTs - initial version

ANNEX I Invitation sent to EU CERTs/CSIRTS
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ANNEX II SPIDER Information sent to
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