A cyberSecurity Platform
SPIDER for virtualiseD 5G cybEr
5G CYBER RANGE Range Services

SPIDER provides a cybersecurity platform for virtualised 5G cyber-range services, offering an
innovative and holistic training experience that incorporates the specificities of 5G environments. The
basic objective is to provide the user with the capability of predicting the evolution of cyber-threats
and to analyze the associated economic impacts.

SPIDER’s concept can be summed up on three major pillars:

[1] 5G Cyber Range Infrastructure and Supporting Technology (with a main focus on testing and
assessment)

[2] 5G cybersecurity training in defending against advanced cyber-attacks both for cybersecurity
experts and non-cybersecurity experts

[3] 5G Risk Analysis and Cyber security Investment Decision Support, including econometric models.

4 ¢ s 1 1
: Cybersecurlty_ Training I |« Increased Cybersecurity Preparedness
" Act|ye learning, Serious C_Samgs fo»r l among the telecom , cloud computing,
1 Skills-Development & Gamification and software engineering providers
: for Awareness-Building I ‘
/ . g I
; 8 /!’ Recd tef_am' Bt:‘evt_e:m 'nggblllty ' 2 Reduced Total Costs of Ownership
1 SISl I g through the real-time virtualisation of
: SPIDER & the network infrastructure and hosts
1 Cyber Range as a Service B =
I m
| / Platform " Z | o Advanced Cybersecurity Protection
: e | (':? @ : = through application of ground-breaking
! - e i i and market-ready security solutions
: Cybersecurity Testing Investment Decision Support :
1 Network Config. & Attacker Emulation Standardised Risk Assessment Methods v |mproved Cybersecurity Investments
: Vulnerability & Threat Intelligence Econometric Modelling ‘* based on real-time risk analysis and
fEenetrationilesting eI . Economic Impact Prediction , econometric modelling
- o = For more information about SPIDER visit:
ERICSSON Z <CIllt =3 THALES ,
https://spider-h2020.eu
Sph
T:gggfﬁ%?gy SR UBITECH s [P or scan the below barcode

-Ib"‘
% seswen AUOS - FORTH E?%E'
[=

 EiGHTBELLS KLY EXALENS infalia

Independent Research & Consultancy

Jelefonica  winfoCom  Uni.systems Follow Us or
@ https://twitter.com/spiderh2020_eu
@ https://www.facebook.com/SPIDER.H2020

@ spider-h2020-funded-project

The SPIDER project has received funding from the Horizon 2020 PR Horizon 2020 ,
EU research ® innovation programme under GA No 833685. i E”mpea” Sninn L oreing
or Research & Innovation




